Application Note
MiniRouter: IPSec-configuration and access

This document describes the configuration for the construction of an IPsec connection. This relates
to a computer with Windows XP computer software and the first Ethernet port of the router. The
IPsec connection schedules at the first Ethernet port and allows the secure connection to a network
client behind the second Ethernet port of the router.

Requirements

- Weidmueller miniRouter with two Ethernet ports (IE-ARM-E)
- Firmware 3.3.0 (please use ,,appl-note_router-update-EN.pdf* for updates)

Accomplishment
(1) Configuration of the router

— The IPsec settings of the router are in the menu VPN --> [Psec/L2TP. To be able to configure
the router, the check box ,,Activate IPsec/L2TP* has to become activated first.

¥ activate IPSeciL2TP server

—IPSec
IPSec
IPsec interface [Etherret1 =]
Target address: fo.000 enabled IP addresses

IP address of PPP device: |1E|2.1E:8.2.1EI1 the router's IPsec address

FFPP address range from: |1E|2.1EE.2.11EI rance start for delivered addresses

FPP address range to: |1E|2.1EE.2.12II| range end for delivered addresses

Access
Freshared key: | re-enter:| ™
LIser narmne: | adrmir user narme for the WPMN connection
Fasgword: [ re-enter|™

Cancel I Apply I




The meanings of the settings shown in screen shot are as follows:

IPsec

Target address:

Interface:

IP address of PPP

device:

PPP address range
from and to:

Access

Preshared Key:

User name:

Password:

Notes:

Field for the IP address of the IPsec client which is allowed to log on
to the router. The address ,,0.0.0.0“ is a placeholder and permits the
dial-in of all IP addresses.

Describes to which port of the router the [Psec connection shall

become established. (for example Ethernet 1).

This is the address to which the router is allocated after the
construction of the IPsec connection. Here, it is possible to achieve
this certain router later.

IP address interval, from which the VPN client receives a new IP
address after the successful establishment of the connection.

Here, one has to enter the ,,key of authentication* of the IPsec settings
which belongs to Windows (see further down in this document).

This key still has to be used later on. Therefore, it is a good idea to
take a note of the key.

User name of the VPN connection
Password of the VPN user

User name and Password have to be entered under Windows later.

In this instruction it is described how an IPsec connection to the first Ethernet port of the
miniRouter becomes established. After the dial-in into the router via IPsec, a new virtual
network consisting of the dialed-in IPsec clients and the clients of the second network behind
the router is constructed. So, ,,/Psec address* and ,,Address range from and to* are always IP
addresses of the second router-network (port: Ethernet 2) and should not be occupied there.

Default network address at the second Ethernet port: 192.168.2.0.

The new settings have to be taken over in the [Psec menu. In the menu ,,Actions* one has to
select ,,Save all settings*. Afterwards, the router has to become rebooted once!



(2) Configuration of Windows XP

ST
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Connections“ in Windows XP you have to start the ,,Assistant for new connections*

Select ,,Establish connection with the network at My computer”

Assistent fiir neue ¥Yerbindungen

Netzwerk verbindungstyp
“Wie mochten Sie worgehen?

" Yerbindung mit dem Internet herstellen

Stellt eine Yerbindung mit dem [ntermet her, so dazs Sie den Browser wenwenden
und E -t ail lezen konnen.

£ Yerbindung mit dem Metzwerk am Arbeitsplatz herstellen

v‘{b Stellt eirne Yerbindung mit einerm Firmennetzwerk [Uber eine DFO- ader
WPM-erhindung) her, s0 dasz Sie won 2u Hauze oder untenweqgs arbeiten kdnnen.

" Eine erweiterte Yerbindung einrichten

Stellt eine direkte Verbindung mit einenm ahderen Computer Liber einen serniellen,
parallelen ader Infraratanschluss her oder richtet diesen Computer =0 ein, dass
andere Computer darauf zugreifen kannen,

< Zuruick | Weiter > Abbrechen
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- Afterwards, select ,,VPN connection®

Metzwerkverbindung
Yie zoll die Metzwerkverbindung am Arbeitzplatz hergestellt werden?

Folgende Werbindung erztellen:

" DF0-¥erbindung

Stellt ene YWerbindung uber ein Modem und eine regulare T elefonleitung oder uber
eine 1S0M-Telefonleitung her.

* ¥PN-Verbindung

Stellt eine Metzwerkverbindung mit einer WPH-erbindung [Virtual Private Metwark,]
éb' iiber eine Internetverbindung her.

- Enter an arbitrary name (company name) of the VPN connection

Yerbindungsname
Geben einen Namen fir die Werbindung mit Ihrem Arbeitsplatz an.

Geben einen Mamen fir die Werbindung im folgenden Feld ein.

Firmenname

miniF outer_via_|Pzec

Sie konnen zum Eeizpiel den Mamen lhres Arbeitzplatzes oder den Mamen desz Servers,
mit dem eine Yerbindung hergestelll werden zall, eingeben.

— Do not allow an automatic dial-in of the initial connection

Assistent fiir neue Ye

Offentliches Netzwerk
Windows kann gewahrleizten, dass die Werbindung mit dem offentlichen Metzwerk
zuerst hergestellt wird.

YWindows kann eine Anfangsverbindung mit dem |ntermet oder einem anderen dffentlichen
Metzwerk automatizch wahlen, bevor die vituelle Yerbindung hergestellt wird.

% Keine Anfangsverbindung automatisch wahlen

- A@matisch digze Anfangszverbindung wahlen:

[ r




Now the IP address of the first Ethernet port (Ethernet 1) of the router to which the VPN
connection finally should be established has to become entered. This is the case when in the
IPsec menu of the router the interface “Ethernet 1” was chosen (see this example)

The default address of the router at the first Ethernet port is: 192.168.1.100. If addresses are
used which differ from the default settings, please do the following: check General -> Base ->
IP address Ethernet 1 and enter the modified IP address here

Assistent Fir neue Ye

Y¥PH-Serverauswahl
Wie lautet der Mame bzw. die Adresze des WPM-Servers?

Geben Sie den Hosthamen oder die [P-Adresze dez Computers ein, zu dem eine
Werbindung hergestellt werden soll.

Hoszthame oder IP-&drezze (z.B. microzaft.com oder 157.54.0.1]:

132.168.1.100

A Smartcard should not be used. It is possible that this window does not appear in all Windows
XP versions.

Assistent Fiir neue Ye

Smartcards
Sie kaonnen [hre Smartcard fur diese Yerbindung verwenden.

Sie konnen diese Yerbindung 2o konfigurieren, dass die eigene Smarkcard fuir die
Anmeldung an das Remotenetzwerk, vermendet wird. 'w'ahlen Sie. ob die Smartcard
vensendeh werden zall

" Eigene Smartcard verwenden

{* Eigene Smartcard nicht werwenden

Afterwards, a selection can be made: here is stated which Windows XP users will be allowed to
use the VPN connection.

Assistent fiir neue Ye

VYerfiigbarkeit der ¥erbindung
Sie konnen diese Yerbindung allen Benutzemn zur Yerfligung stellen oder nur fur

zich gelbzt venwenden,

Eine Yerbindung, die nur fur die eigene Yerwendung erstellt wird, wird in lhrem
Benutzerprofil gezpeichert und steht nur zur Yerfugung, wenn Sie angemeldet sind.

Yerbindung erstellen fiir;
" Alle Benutzer

' Eigene Verwendung




After having finished the assistant it is suggestive to add a shortcut to the desktop.

Assistent Fir neue Ye

Fertigstellen des Assistenten

Die erforderliche Schritte z2um Erstellen der folgenden
Yerbindung wurden ordnungzgemald durchaefiihrt:

miniBouter_via_IPzec

Die Werbindung wird im Ordner "Metzwerkverbindungen’
gespeichert.

V¥ Werkniipiung auf dem Desktop hinzufiigen

Klicken Sie auf "Fertig ztellen”, um diese Verbindung zu
erstellen und den Yorgang abzuschliefen.

£ Zurlick Fertig stellnﬁan Abbrechen

]

On the desktop an extra icon, called ,,miniRouter via IPsec* can be found now. After clicking
on it, the following window appears (see below). User name and password are the same as in
the L2TP (menu: [Psec) of the router.

Connect Router 21

Iser name: I‘?l'jl'l'lif'I

Pazzward: Iﬁa changa e zaved password, cick heref

W Save this user name and password for the following users:

%" e only

" Anyone who uses this computer

Cannect Cancel Properties Help




For a smooth performance, two more changes have to be made under “settings”

In the menu “settings” and the tabfolder “security” one has to deactivate the check box “Data
encryption necessary”. This data encryption relates to the L2TP connection to which the IPsec
implementation of Microsoft attaches. As the IPsec connection is encoded already, it is not
necessary to encode the data for L2TP.

.-’-'l.llgemeinl Optionen  Sicherheit INetzwerkI Erweitertl

 Sicherheitzoptionen
% Tupizch [empfoblene Einstellungen)

|dentitat folgendermalen verfizieren:

ISicheres K.enmwort ist erforderlich j

[ &utomatisch eigenen ‘Windows-4nmeldenamen und
Kenrwart [und Domane, fallz vorhanden) verwenden

[" Daterwerschliiszelung ist erforderlich [Yerbindung
wird bei unverschliizzelten Daten getrennt]
C B

eitert [benutzerdefinierte Einstellungen)

[Mieze Einstellungen erfordern Renntnizse e |
uber Sicherhietzprotakolle, Eiriizlirgzn..

IPSec-Einstellungen... |

Y

OK | Abbrechen |

Furthermore, in the tabfolder “security” the IPsec settings have to become adjusted. In the field
“key (Schliissel)” one has to enter the Preshared Key of the IPsec data of the router menu.

2 x| Aft'erwards, it has to become
activated.

v “arinstalieten Schliizsel fiir Authentifizierung venwenden

Schilissel. Iipgec-ke_l,l

ok Abbrechen

With this, the IPsec configuration under Windows XP is finishd.
The two last windows can be closed by clicking OK. In the window ,,Establish connection with

router one has to click on Connect. To construct the IPsec connection, the previously
mentioned windows can be selected by the router.
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(3) IPsec connection
The established IPsec connection can be checked in the ,,Command* prompt of Windows:
Start -> Run -> type: cmd
or:
Start -> Programs -> Accessories -~ Command Prompt

If "ipconfig" is entered in the command prompt one receives an overview of the available network
settings in the system.

C:~Documents and Settings>localadmin?ipconfig

lindows—IP-Konf iguration

Ethernetadapter LAM—-Uerbindung:
Uerbindungsspezifisches DNS—Suffix:
IP-Adressze. . . . - . - . . - . . = 192_168.1.281
Subnetzmaske. . . - . . . . . . = 255_255_255.@
Standardgateway . . . . . . . . . = 192.168.1.108
Ethernetadapter Bluetooth—Hetzwerkverhindung:
Medienstatus. . . - . . . . . . . = Ez hesteht keine Uerhindung
PPP-Adapter miniRouter_wia_IPzec:
Uerbindungsspezifisches DNS—Suffix
IP-Adresse. . . . . 192.168.2.210
Subnetzmaske. . . - 255 255 255255
Standardgateway . . . 122.168.2.210

C:~Documents and Settings>localadmin?

Under PPP-Adapter miniRouter via IPsec the IP address of Windows for the IPsec connection can
be seen: 192.168.2.210. Windows has received this address automatically from the router during the
establishment of the IPsec connection. The IP address is from the address interval Address range
from/to of the router (menu: IPsec/L2TP).

Now, the Windows computer is a part of the network behind the second Ethernet port of the router.
Moreover, the data transfer to the router becomes encrypted by the IPsec connection. Only in the
second network behind the router, the data transfer takes place unencrypted again.

LAN 1 Encrypted VPN via Ipsec { AN 2

ﬂ::1 l 192:168.1.100

192.168.2.100 J

s
ju

192:168.2.101

l
Q 192.168.2.210
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