Application Note - Self Signed SSL Certificates

Network security is critical to ensure data authentication,
integrity, and confidentiality in today’s digital age, where
sensitive information is transmitted over the Internet.
HTTPS (Secure HTTP) uses encryption for secure
communication over a computer network. HTTPS is
encrypted using Transport Layer Security (TLS), formerly
Secure Sockets Layer (SSL). The protocol is still referred
to as HTTP over SSL, commonly shown as https:// in the
browser address bar.

SSL/TLS relies on the use of keys and digital certificates.
Keys occur in pairs (public/private) and are used

for encryption/decryption. A public key is used for
encryption, while the private key is used for decryption.
Digital certificates are used to prove the ownership and
authenticity to ensure that only authorized devices
communicate with each other. Certificates are typically issued and managed by a trusted third-party company, called a
Certificate Authority (CA). Getting an SSL certificate installed for a website by a well-known CA that is trusted by all devices
and browsers, such as DigiCert, Comodo, GoDaddy, Let’s Encrypt, can provide access to the website seamlessly over the
public Internet. These trusted CAs only provide certificates to websites which have a public IP address. They won't do this
for devices on an internal network with private IP addresses.

As most of our customers use our devices on internal networks, they can create a self-signed certificate. If you don't have
an IT, you can generate a self-signed certificate that will make our device trusted by your browser.

Self-signed digital certificates are created by signing the certificate with the owner’s private key. They are created, issued,
and signed by the company or developer who is responsible for the website/software being signed. Unlike certificates
issued by a trusted CA, no external party verifies a self-signed certificate. Self-signed certificates are fast, free, and easy

to issue. They are appropriate for development/testing environments, internal network websites and providing secure
webpages for devices. Most devices will use a self-signed certificate because of the associated cost of getting a certificate
from a well-known CA that is trusted by all browsers.

If you don't have OpenSSL on your Windows's PC, you can utilize Windows Package Manager, WinGet, a free and open-
source package manager designed by Microsoft that allows users to discover, install, upgrade, remove, and configure
applications on Windows 10, Windows 11, and Windows Server 2025 computers.

If you are accessing the HTTPS device from a different PC, a Security Warning message will appear. You must download
the self-signed certificate and install it to your local machine’s trusted certificate store.

This document explains how to add OpenSSL for Windows using WinGet and create a self-signed certificate, how to install
this self-signed certificate on the device, and how to download and install the self-signed certificate on different Windows
machines. Instructions are provided for commonly used browsers—Google Chrome G Microsoft Edge e and Mozilla

Firefox Q
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Application Note - Self Signed SSL Certificates

I. Install OpenSSL on Windows 10/11 Computers Using WinGet

If you don’t have OpenSSL on your Windows 10 or Windows 11 computer, you can utilize WinGet command line

tool to install and configure the OpenSSL application. This free and open-source tool is the client interface to the
Windows Package Manager service that enables users to discover, install, upgrade, remove and configure applications
on Windows 10, Windows 11, and Windows Server 2025 computers.

1. Install WinGet.
Refer to: https://learn.microsoft.com/en-us/windows/package-manager/winget/#install-winget

2. Search for current version of OpenSSL by running the following command:
C\>winget search OpenSSL

] Command Prompt

C:\>winget search openssl
Version Match Source

ShiningLight.OpenSSL.Dev .3..: N
3.1 ShininglLight.OpenSSL.Light 3.3. winget

3. Using Winget, install OpenSSL using the full name in quotes. (Install your current version, if different than the
example below.)
Example: C:\>winget install “OpenSSL 3.3.1”

VCRedist.2815+. x6t

216 MB / 216 ME
installer hash

4. To confirm OpenSSL is correctly installed and can be located, close the current terminal window, and open a new
command prompt.

5. Run the following command:
C\>OpenSSL version -a

NOTE: If you get an error and OpenSSL isn't installed correctly on your local machine’s PATH, navigate to Settings
>System >About > Advanced System Settings > Environment Variables. Then, under System variables:

Click Path and then click Edit.

b. Click New and paste the file path of the “openssl.exe” file.
(The common path is “C:/Program Files/OpenSSL-Win64/bin")

c. Click OKto apply changes.
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Il. Generate Self-signed Certificate for Your Device IP

1. Create a text file containing the following minimal information and name it openssl.cnf

[req]
default_bits = 4096
default_md = sha256
prompt = no
string_mask = default
distinguished_name = req_dn
x509_extensions = x509_ext
[req_dn]
countryName = US
stateOrProvinceName = IL
organizationName = Contemporary Controls
commonName = BASrouterSX <¢—
Update the commonName
[x509_ext] to your device name and
subjectKeyldentifier = hash subjectAltName to your device
authorityKeyldentifier = keyid:always IP address (BASgatewaySX and
keyUsage = critical, digitalSignature, keyEncipherment 10.0.13.71, in this example).
extendedKeyUsage = serverAuth
subjectAltName = |P:10.0.13.71
2. Inthe .cnf file, change the commonName/ [E opensslcnf 3
subjectAltName to reflect the name and IP address Szt oo ~ eose
of the device (BASgatewaySX and 10.0.13.71, in this | [ [SZi===" C chesse
example.) ¢ |eiscinoioncd neme - zeqan
7 |x509_extensions = x509_ext
[ reg dn ]

NOTE: For a device that contains more than one IP: O e eme -
Add IPXXXXXXXXXXXX, [PXXXXXX.XXX.XXX, etc. , in the 12 | organizaciontiane D ey ontzola
subjectAltName field. [

subjectKeyIdentifier = hash

RevDange L i Slgscarsionarure, keyEnciphermens

sbsectaleName D TPii0.0.15.71

Save the generated openssl.cnf file to the working directory from the command line.

4. Run the following command to build selfsigned.key and selfsigned.pem files:
C:\>openssl req -x509 -new -nodes -days 3650 -keyout selfsigned.key -out selfsigned.pem -config openssl.
cnf

(Adjust the days in the above command to change the certificate validity period.)
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5. Run the following command to generate a
Security Certificate:
C:\>OpenSSL x509 -in selfsigned.pem -out C:\3
selfsigned.crt

C:\>openssl x509 -in selfsigned.pem —out selfsigned.crt

lll. Upload Certificate to the Device using the Certificate Upload Feature
1. From the device webpage Upload menu tab, select Upload Certificate.

CONTEMPORARY GONTROLS

Home Configure Status Mapping Configuration  Modbus Utility Upload Logout

J Upload Profile

BAS , sx Upload Firmware bure the
garewaysa
e I~
Modbus o BACnet® Gateway =2l System
— - System Name: Name your system
_L ﬁ b as you wish.
[ | IP Address: Changing the default

value of 192.168.92.68 is
recommended.
Subnet Mask: The default value of
255.255.255.0 is adequate for most
users.

. - Gateway Address: If your Ethernet
Configure Settings LAN has a gateway of IP Gateway,

enter its address here.

2. Select Private Key from the Choose Certificate Certificate
drop-down menu and click Save. Choose Certicate: (Privatekay v
3. From the Certificate Upload section, click the
Browse button and select the recently generated
selfsigned.key file.
4. Click Upload. Certificate Upload
Upload Certificate to Gateway SelectFile:
5. Select Private Certificate from the Choose Certificate
Certificate drop-down and click Save. S
6. From the Certificate Upload section, click Browse Certificate
and select the selfsigned.pem file. Choose Certicate: [ private Gertfcate v
Click Upload.
Click Update Certificates and Reboot.
Close out all open tabs of the unit and wait for it to Certificate Upload
reboot. Upload Certificate to Gateway SelectFile:

|Popdate Certificates and Reboot ||

©2024 Contemporary Control Systems, Inc. All rights reserved.
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IV. Install Certificate .crt Format to Trusted Root CA Folder

1. Right-click the selfsigned.crt file, select Install
Certificate from the drop-down menu.

NOTE: The selfsigned.key, .pem, and .crt files should
all be located in the current working directory. s selfsigned.crt Open
Ifsigned.k
se“s!gne“ ol Install Certificate

2. From the Certificate Import Wizard, select Local X
Machine. Then, click Next. £ Certificate Import Wizard

Name

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

(® Local Machine

To continue, dick Next.

[ ONext J  Cancel

3. Select Place all certificates in the following store,
then click Browse... & & Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
Ia Place all certificates in the following store |

Certificate store:

I Browse... l
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4. From the Select Certificate Store pop-up, select
Trusted Root Certificate Authorities, and then
click OK.

Select Certificate Store X

Select the certificate store you want to use.

ttificates are kept.

ereong
|Trusted Root Certification Authoriﬁesl
{7 Enterprise 1rus
{7 Intermediate Certification Authorities
1 Trusted Publishers + store, or you can specify a location for
71 lintricted Cartificatec

e based on the type of certificate
[C) Show physical stores E

Browse...

5. Click Next.

& &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
© Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse...
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6. Click Finish.

& &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User Trusted Root Certification Authorities
Content Certificate
7. If successful, a pop-up window should read, “The | Certificate Import Wizard
import was successful.”
Click, OK.
The import was successful.
Y e
oK
N

3 @ [ G BASgatewaySX x  + — (m} X
< C m {8 ) https//10.0.13.71 e e 8l - O
< Connection|ls secirs 5 x I

This site has a valid certificate, issued by a trusted authority.

This means information (such as passwords or credit cards) will be
securely sent to this site and cannot be intercepted.

Always be sure you're on the intended site before entering any
information.

Learn more
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V. Accessing the Device From Additional PCs

If you are accessing the device from a different PC, you must download the self-signed certificate and install it to your
local machine’s trusted certificate store. The self-signed certificate can be downloaded via the browser. Instructions
are provided for commonly used browsers—Google Chrome @, Microsoft Edge @ and Moxilla Firefox ‘,

Download Certificates Using Google Chrome G
1. Launch the device webpage in Google Chrome G

a. Enterthe IP address for the v gy eror x @ - o X
Contemporary Controls device = C O Notsewe hips//1001371 % 0
(10.0.13.71 in this example.)

b. From the Warning screen:

« Click Advanced. A

« Click Proceed to [IP address] Your connection is not private
(unsafE). IP iS 1 001 371 in thlS :::‘(:(::dr:)‘gz:: :):f:zos:(ez\“);o:;::‘f:;manonfrom 10.0.13.71 (for example, passwords, messages, or
example. NET:ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome's highest level of security

Q Turn on enhanced protection to get Chrome's highest level of security

This server could not prove that it is 10.0.13.71; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.0.13.71 (unsafe)

chrome-error://chromewebdata/#

& G © Notsecure | hetps//10.0.13.71 @ A % 3.’ 9

&

2. The device webpage will launch.
NOTE: For GSA-compliant devices, a GSA  CONTEMPORARY (™ [0 §

WARNING will appear.
BASgatewaySX__A u' Ii

Click 1 Agree to continue.
TV FSNNSN VvV N W SRS 1

WARNING

This is a U.S. General Services Administration Federal Government computer
system that is "FOR OFFICIAL USE ONLY." This system is subject to
monitoring. Therefore, no expectation of privacy is to be assumed. Individuals
found performing unauthorized activities are subject to disciplinary action
including criminal prosecution.

©2024 Contemporary Control Systems, Inc. All rights reserved
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3. Download.certlﬁcate to your local c 5> ey
computer in .crt format.
| .
a. Click Not secure in the URL and — 10.0.13.71 X
select Certificate details from the
A Your connection to this site is not secure
drop‘dOWn menu. You should not enter any sensitive information

on this site (for example, passwords or credit
cards), because it could be stolen by attackers.

Learn more

You have chosen to turn off security warnings

for this site. Turn on warnings

=

I Certificate details

@ Cookies and site data >

Gatewayl 8 Site settings (4]

Certificate Viewer: BASrouterSX X

b. Select the Details tab and click Export to save the certificate locally on
the computer. e ey

BASrouterSX

Certificate Fields
 BASrouterSX

* Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
Validity

Not Before -

Field Value

c.  Name the certificate, then click Save. € 9 C  ©Notsecure hitps//10.0.1371

CONTEMPORARY C@[

Certificate Viewer: * X
General | Details

Certificate Hierarchy

@ savens X

A & > ThisPC > Downloads v &  Search Downloads p

File name: [ TestCERT.ct i v

Save as type: Baseb4-encoded ASCII, single certificate (*.pem;*.crt) ¥

v Browse Folders Cancel
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d. Select the certificate in the © 2 &> ThisPC > Downloads
Downloads folder. Right-click, then v
. Name Date modified Type
select Install Certificate from the
v Today (1)
drop-down menu.
l (5] TestCERt.crt I Security Certificate

(0]
Install Certificate l
Share with Skype

@ Move to OneDrive

4, Follow the instructions described in 2 Share
Section IV: Install Certificate .crt Open with...
Format to Trusted Root CA folder Give access to >

@ Scan with Bitdefender Endpoint Security Tools
Restore previous versions

Send to >
Cut
Copy
Create shortcut
Delete
Rename
Properties
Download Certificates Using Microsoft 2 @ D rieoensr x = &
Edge e & C O Notsecure | hitps//10.013.71 A Q@ m O w - O
1. Launch the device webpage and advance n
through the Security Warning.
a. Enter the IP address for the Your connection isn't private
Contem pora ry Controls device, Attackers might be trying to steal your information from 10.0.13.71 (for example, passwords, messages, or
. . credit cards). Leamn more about this waming
(10.0.13.71 in this example.) R
NET:ERR_CERT_AUTHORITY_INVALID
b. From the Warning screen:
+ Click Advanced. e savanced
. CI|Ck continue to [IP address] This server couldn't prove that it's 10.0.13.71; its security certificate is not trusted by your

computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Continue to 10.0.13.71 (unsafe)

(unsafe).

& G © Notsecure | hitps//10.013.71 @ A % 8 m O ® -

2. The device webpage will launch.

NOTE: For GSA-compliant devices, a GSA WARNING
will appear.

COMTREMPORARY (C(ONTROLS

BASgutewaySXn_ u‘ li

TS SRR i, 7 SR [

Click I Agree to continue.

WARNING

This is a U.S. General Services Administration Federal Government computer
system that is "FOR OFFICIAL USE ONLY." This system is subject to
monitoring. Therefore, no expectation of privacy is to be assumed. Individuals
found performing unauthorized activities are subject to disciplinary action
including criminal prosecution.

©2024 Contemporary Control Systems, Inc. Al rights reserved.
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3. Download certificate to your local
computer in .crt format.

a. Click Not secure in the URL and
select Your connection to this site
isn’t secure from the drop-down
menu.

b. Click the certificate icon.

4. Follow the instructions described in
Section IV: Install Certificate .crt
Format to Trusted Root CA folder.

&« O bips//10.013.71 @ A ¥ G m

About 10.0.13.71

—

CONT,

i 444844 1%/ )

< C
_

CONTE

o

w2 L L LS

A Your connection to this site isn't secure

vont enter any sensitiveé information on IS Site (for

example, passwords or credit cards). It could be stolen
by attackers.

You have chosen to turn off security warnings for this site.

P Permissions for this site

Cookies and site data >

CX  Tracking prevention for this site (Balanced)

Trackers (0 blocked) >

© Notsecure) hups//1001371 @ A ¢ & >
< Your connection to this site isn't secure X _

The certificate for this site is not valid.

Because this connection is not secure, information (such as
passwords or credit cards) will not be securely sent to this site and
may be intercepted or seen by others.

We suggest you don't enter personal information into this site or
avoid using this site.

Learn more

CONTEMPORARY( :@NTROI_S@
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Download Certificates in Mozilla B & Woming Potentialsecurity sk x|k v - o X

Firefox ‘
<« C @ Pg Not Secure  https://10.0.13.71 w () @’

[t
1]

1. Launch the device webpage and advance
through the Security Warning.

a. Enterthe IP address for the
Contemporary Controls device,
(10.0.13.71 in this example.)

b. From the Warning screen:

Warning: Potential Security Risk Ahead

« Click Advanced. Firefox detected a potential security threat and did not continue to 10.0.13.71. If
. . you visit this site, attackers could try to steal information like your passwords,
« Click Accept the Risk and emails, or credit card details.
Continue.
What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using antivirus software, you can reach out to the support
teams for assistance. You can also notify the website’s administrator about the problem.

Learn more...

Go Back (Recommended)

Someone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 10.0.13.71 because its gertificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intggmediate

certificates.

Error code: SEC ERROR_ UNKNOWN_ISSUER

View Certificate l

Go Back (Recommended) l Accept the Risk and Continue

3]

2. The device webpage will launch. © O © Notsecure | hips//1001371 @ AW Glm ®

NOTE: For GSA-compliant devices, a GSA  contemporary (") (1o §

WARNING will appear.
BASgutewuySX_ ln'.I IE!

Click I Agree to continue.
TV RS VY., W SP— | =

WARNING

This is a U.S. General Services Administration Federal Government computer
system that is "FOR OFFICIAL USE ONLY." This system is subject to
monitoring. Therefore, no expectation of privacy is to be assumed. Individuals
found performing unauthorized activities are subject to disciplinary action
including criminal prosecution.

| Agree

—

©2024 Contemporary Control Systems, Inc. All rights reserved
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3. Download certificate to your local

) « C @ 05://10.0.13.71 ¥ © @ a =
computer in .crt format. ] ——
Site information for 10.0.13.71
a. Click the Security Warning icon in commmnc([ﬁ )
Connection not secure >

the URL and select Connection not
secure from the drop-down menu.

b. Select More Information.
<« C @ O & https://10.0.13.71

I
conrmmnv(:(

Connection security for 10.0.13.71

P‘ You are not securely connected to this site.

You have added a security exception for this site.

Remove Exception

I More information I

Y

o B © &

General Media Permissions = Security

c. Click View Certificate.

Website Identity
Website: 10.0.13.71

Owner: This website does not supply ownership information.

Verified by: Contemporary Controls View Certificate
Privacy & History

Have | visited this website prior to today? No

Is this website storing information on my computer? No Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords

Technical Details

Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It
is therefore unlikely that anyone read this page as it traveled across the network.

Help
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d. Click the PEM cert link to download
the “pem”file.

@ Firefox

about:certificate?cert=MIIGKTCCBBGgAwIBAC  50% 13

Common Name

Email Addres

Issuer Name

Country
State/Province
Locality
Organzation
Organzational Unit
Common Name
Email Addres

Vahdity
Not Before
Not After

Subject Akt Names
DNS Name
DNS Name

IP Address

Public Key Info

Algorithm
Key Saze
Exponent

Modulus

Miscellancous

Serial Number
Signature Algorithm
Version

Download

Fingerprints
SHA-256
SHA-1

Certificate
Subject Name:
Country US
State/Province litngs
Lecality Downaers Grove
Organzation  Contemporary Controls
Organzational Unit  R&D

-

info@ccontrolscom

us

lknos

Deownars Grove
Contamperary Controls
R&D

.

info@ccontrolscom

Thu, 12 May 2022 0210:51 GMT
Wad, 19 May 2032 021051 GMT

*pcbookcom
*pcbockerg
0000

RSA
0%
€3537

BCREOD: TT-CE9eCER111:0A0AR 8 25:47-2CR0ET-4D-6F-CR-9F-02-5247

32508 1ED0ED:569C- DO ELASETAMD2EF41:2 1:48
SHA-256 with RSA Encryption

02 TEAS3435921508:1 54 PSR 19EF- 06 A2 CCDR 0 01:RC- 2768666
0045 C21C-DF-58 98B 564 320762 13 CT-TA3F-5T 9 E0:45
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e. From your Downloads folder, rename | . v & & > ThisPC > Downloads
the pem file to pem.crt B Documents B pame
& Downloads v Today (1)
D Music [ Gl pem.art ]
| Pictures
ﬂ Videos
‘i Windows (C:) v
v~ o & > ThisPC > Downloads
f.  Select the certificate. Right-click, then select Name Date modificd Type
Install Certificate from the drop-down menu. + Today (1)

““““““““ 143AM  Security Certificate

Install Certificate l
hare with Skype

@ Move to OneDrive
|2 Share
Open with...

Give access to >

© Scan with Bitdefender Endpoint Security Tools

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

g. Click Open on the pop-up screen to allow Open File - Security Warning x

installation. .
Do you want to open this file?
Name: C:\Users\kneumeyer\Downloads\pem.crt
A Publisher: Unknown Publisher
Type: Security Certificate

4. Follow the instructions described in Section IV: From: C:\Users\kneumeyer\Downloads\pem.crt
Install Certificate .crt Format to Trusted Root CA

folder.

[“] Always ask before opening this file

o While files from the Internet can be useful, this file type can potentially
l\c harm your computer. If you do not trust the source, de not open this
software. What's the risk?
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VI. Appendix: IP Resetting on your Device

Your self-signed certificate can be overwritten if you reset the device on a PC that has a previously established self-signed

certificate.

For example, say the device’s self-signed certificate is Installed at IP 10.0.13.71 and trusted by your PC via the Trusted Root
CA folder. When you reset your device (by pressing the device’s reset button), the device returns to the default IP (e.g.,
192.168.92.16), and your new self-signed certificate at IP 10.0.13.71 is not recognized.

Clear your cache and device’s webpage will be accessible, and follow the instructions described in Section IV: Install
Certificate .crt Format to Trusted Root CA folder.

The webpage at https://192.168.92.16/gateway_get.cgi?page=0 might be temporarily down or it may have moved permane
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