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Options When Diagnosing MS/TP Problems

A BASrouter customer recently contacted us to ask
for help diagnosing problems with his MS/TP network.
He created a simple test in his office with the
BASrouter and several of his MS/TP devices. The
simple test worked fine, but onsite there were issues.
Problems in the field can relate to improper cabling,
conflicting MAC addresses, lack of end-of-line
termination, inadequate bias, or improper interfacing
between 2-wire and 3-wire devices. But what can we
do if everything seems correct?
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The BASrouter Diagnostic Screen properly

communicating
device on the MS/TP network. It can also show the
MAC address of the next MS/TP device. However,
more diagnostic information is often needed to help
solve MS/TP issues.

We often have customers who use an open source
Ethernet based tool called Wireshark which is
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normally used to help diagnose problems with
BACnet/IP networks. However, the low level
communications of the MS/TP network can be lost
when viewed from the Ethernet side of our router.

At this point it is helpful to look at the MS/TP
communications directly. There are a few ways to do
this. You will need a way to have your PC
communicate directly to the MS/TP’s EIA-485 (also
known as RS-485) network. As this is a standard
there are quite a few devices which you can purchase
to put your PC onto the EIA-485 network. We find the
B&B Electronics USB to EIA-485 converter (part
number USOPTL4) to work very well when
diagnosing MS/TP issues.

Once the PC is connected to the MS/TP network you
will need a software program to capture the MS/TP
traffic and decode it for you. We have found
PolarSoft's BACtrace to work very well for us. With
BACtrace you can capture and view the decoded
messages in one program.

Another alternative is Steve Karg’s open source
solution. He provides a program called mstpcap
which can be used to capture MS/TP traffic to a file.
Then you can use Wireshark to open this file and
Wireshark will then decode the MS/TP traffic for you.

Both BACtrace and mstpcap will capture MS/TP
traffic and they can show you errors on the network.
With mstpcap the overall errors will be shown while
BACtrace shows you the errors in the capture so you


http://www.ccontrols.com
http://www.wireshark.org/
http://www.bb-elec.com/product_family.asp?FamilyId=355
http://www.polarsoft.biz/bactrace.html
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can see what communication proceeded and followed To further assist in understanding how MS/TP and
the error which can be helpful when diagnosing EIA-485 networks function, Contemporary Controls
problems. Another issue with mstpcap is that, usually, it ~ has several articles in its Learning Center. Just
cannot support 76.8kbps MS/TP communications search for relevant articles by using the search

BACtrace supports all of the standard MS/TP data words “MS/TP” and “EIA-485.
rates. We have found both programs to be useful when
diagnosing MS/TP issues.
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File Capture Options Help

[capture.t S ES9 e c[wn o PolarSoft BACtrace

97 MSTP: TP 1<--0 177600ms 3 Dss Z Des - <
93 MSTP: PFM 2<--1 177606ns 3 Dss - Des
100 MSTP: RPFM 1<--2 177644ms 38 Dss 37 Des
101 MSTP: TP 2<--1 177644ms 0 Dss - Des
102 MSTP: NER L:19 ***<--2 177644ns 0 Dss - Des i-Am iAmDeviceIdentifier={device,3002) vendorID=18
103 MSTP: PFM 3<--2 177644ms 0 Dss - Des
104 MSTP: TP 1<--2 177644ms 0 Dss - Des _J
105 MSTP: TP 2<--1 177644ms 0 Dss - Des
106 MSTP: PFM 4<-=-2 177647us 3 Dss 2 Des
107 MSTP: TP 1<--2 177673us Z6 Dss 25 Des
108 MSTP: TP 2<--1 177676ms 3 Dss 2 Des
109 MSTP: PFM E<--2 177676ms 0 Dss - Des
110 MSTP: RPFM 2<--5 17767%us 3 Dss 2 Des
111 MSTP: TP E<--2 17767%ms 0 Dss - Des
112 MSTP: NER L:19 ***<--§ 177682Zns 3 Dss 2 Des i-Am iAmDeviceIdentifier={device,3005) vendorID=18
113 MSTP: PFM E<--5 177685ms 3 Dss - Des
114 MSTP: PFM 7<--5 177737ms 52 Dss 51 Des e
06 FF 01 28 [MSTP: NER L:19 ***<--1 177603ns 3 Dss 2 Des -
01 zo *BACnet Version 1, Control: APDU+dadr+(priority:Normal)
FF FF 00 *Dnet=65535, Dlen=0 (Global Broadcast)
FF *Hop=255
10 00 i-hm
C4 02 00 OB B9 ...iAmDeviceIdentifier=(device,3001)
zl 80 . ..maxAPDULengthliccepted=128
91 03 . ..segmentationSupported=3 (no-segmentation)
zl 1z ...vendorID=18 {(Alerton Technologies) _I
0l 0z 01 239 |[MSTP: PFM z<--1 177606ns 3 Dss - Des
0z 01 o0z 100 [MSTP: RPFM 1<--2 177644ns 38 Dss 37 Des
00 0z 01 101 [MSTP: TP 2<—-1 177644ms 0 Dss - Des
o 20 RlPH st 20030418020821.cap -wireshark =lolx
0l zo *BA —
FF FF 00 *Dn File Edit View Go Capture Analyze Statistics Telephony Tools Help
FF *Ho
oo UMM EEXEE Acr0T2(BE QRQAQAR @D M % &
;t Eg Fi_Iter:I ¥  Expression... Clear Apply
21 1z - ~
——- | No. - | Time I Source | Destination | Protocol | Info -
R 103 [MST 689 0.003000 0x15 0x16 BACNEt  BACNnet Ms/TP Token
690 0.003000 0x16 0x17 BACNet BACNet MS/TP Token
©2002-2008 PolarSoft® Inc., All Rights f 691 0.004000 0x17 0x18 BACNnet BACNnet MS/TP Token
692 0.003000 0x18 0x19 BACNet BACNet MS/TP Token
693 0.004000 0x19 Ox1A BACNet BACNet MS/TP Token
694 0.003000 Ox1A 0x1B BACNEt BACnet Ms/TP Poll For Master =
695 0.003000 0x1B 0x1A BACnet  BACnet MS/TP Reply To Poll For Master
696 0 0x1B Token

. 004000
]

BAChet
B "] .
BAChet BAChet MS/TP Poll For Master

Wireshark view of

X 698 0.003000
a mstpcap file 699 0.002000 BACnet  BAChet MS/TP Reply To Poll For Master

> 700 0.003000 BAChet BAChet MS/TP Token
701 0.036000 BAChet BAChet MS/TP Token
702 0.000000 BAChet BAChet MS/TP Token
703 0.000000 BAChet  BACnet MS/TP Token
704 0.000000 BAChet BAChet MS/TP Token
705 0.000000 BACnet  BACnet MS/TP Token
706 0.000000 BAChet  BACnet MS/TP Token [

me g e ur )
BAChet MS/TP, src (27), Dst (255), BACnet Data Not Expecting Reply
Building Automation and Control Network NPDU
= Building Automation and Control Network APDU
0001 .... = APDU Type: unconfirmed-request (1)
unconfirmed service choice: i-am (0)
objectidentifier: device object, 3064
Maximum ADPU Length accepted: (Unsigned) 128
Segmentation Supported: no-segmentation
vendor ID: Alerton / Honeywell (18)

@) Frame (frame), 29 bytes | Packets: 1936 Displayed: 1936 Marked: 0 [ Profile: Default Y
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